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FIRST THOUGHTS ON A;N ALL-SOURCE ELECTRONIC

I.

BIOGRAPHIC INTELLIGENCE CENTER

innetus for the Concept of an All--’aurce Electronic Blographic In-

tallipance Center

There are numerous files of hlographlc information maintained
by verlous membor agencles of the Intelligence Community and the
Pederal Governmente ;Eaé-h of these Iiles is 4ailored to the mission
and responsibilities of the partiowlar sgency maintsining the fila.
Ixploitation of these blographic files falls into two major cate—
gories: (1) officlal U.S. Coverrment name checks, and (2) Intelli-
genco Community blogrsphic research.

The first of these uses requires rapld and thorough searching

of all partinent biographic files in the Federsl Goverrment complex..

At present thls 1= seldom done thoroughly end

rarely done rapidly. It is charsctoristic of a largs proportion of

thaese| result 4n a negative report, that is, no infore
natlon. BSome way of expediting this sort of routinized reply to a

request by automatic or seni-automatic means would por-

mit a tremendous saving in human resources as well as provide an im- |
preved nane check service.
The second of these uses, i.e., blographic research on person-

glitles of intelligence interest, is substsntively much more complex

In this case the requestor is looking

for all fregments of avallable information (both classified and une
classified) about an individual or individusls. These bits and

fragnents are subjected to analysis from which process an intelllgence
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product or judgment (deoision) ensues,

Thoe division of responsibllity for blographic intslligence is

fomalized in various Director of Central Intelligence Directives 25X1A

that two basic policy deocisions dictated administrative decontrali-

zation in thls area. One was & decislon to separate blographic

files, based on 'collateral'! data, by the general occupation of the
individusls described ﬁuﬂn- The other was to separate person-
allty files of a 'xﬁon—collateral' ngt.ure by the type of source from
which the information was dorived. As a consequence of the former,
five different aganoil.ens'm currently engaged in compiling, maine
taining and servicing from biographic information files. They are

as followas

The division of substantive respongibllity for malntaining
each of these filas is in some cases artificlal and/or overlapping.
Duplication of effort or gaps in coversge result. In addition, pro-

1liferation of blogrephiec reference points makaes the consumers task _

1.

The Bioprsphiec Rogister Information System: Syastem Desceription. -

Central Intelligence Agency, Uifice of Central Helcrence, lecember 1960.
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extremaly difficult. kot only should ke bo uware of all tha various

files he can explolt, he ulso neods to know whether there filos are
redundant or coaplemantary in ordar t0 place his requests nost ox-
peditiously.

Most agencies have froquent necd to search the files of at
least one other agency malntaining blographic information. Fre-
quently such inter-asgency nase searches result in a negative re-
port (no information)s- But in order to deliver the negative roe
port, nearlj as much £ilo ssarching is required 2s in serviecing a
poclitive reporte Numan resources arse sadly deopleted by this
constant and significently large dessnd on human £ile searching
capabilities.

The advantages of a central reference point for requeste in-
volving blograptdc information have been recognized by congwars of
this kind of information for a long time. Until recently the ate
tendant problems involved in processing such a large volume of die
verse information encompassing all levels of security classifica=
tion made the task virtually impossible. However, with tho advent

of new electronic data processing equijment pernitting comprohansive

indexing in dopth and rapld b‘x"”atx‘inval of large volumes of informae
tion, tha concopt of an all-source electronic blographic intelli-
gonoe centor bogins to fall in the reslm of visionary planning.
This paper addrosses itself to saveral dimenaions of this con-
cept that would necd to ba consldered by systans plannars and de-
signers of such a center, The firat of these considerations cone
cerns a survey of extant blographic files and a deolsion as to

SECRET
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which of these should be included in v -
A second consideration deals with oporational and substantive

advantages end disadventages of the concepd of an all=pource blo-
graphic center,

The third consideration addrossos itself to consumor require-
monts for use of such a system. Developmont o!" thess raquire_manta
estoblishes the guidelines for design of indexing schemes, file
organization, types ot_;"au'laval capability, interface constraints, .
atc. ‘ ’ .

A fourth consideration outlines tha problen arcas that wlll -
inovitably arise in the design of such a system and suggests poasie-
ble ways foxr coping with theam, -

II. Extont Blogrsphic Files (MM oy \’\r\t»e.gu..w ) }w-.LJ }

25X1

25X1

s m oA

A

Agsigned primary responsibility for biographic information
on gclentific and technical personalities, snd significant eco~

nomic personalities not covered by the Depariment of State.g

- SECRET
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[

Maintains biographic information £iles on Agitprop oifie
cisls, party theoreticiaus, aca;demiciam, and Soviet commen-
tators (includes scattered information oﬁ scma East Europesn .
gatellite and Chinese Communist propsgandists); malntains a
gatalog of Soviet radio commautatbra with each one's specialty
noted} maintgins a card file listing radio lectures by candi=
dote academicians in the social sgiencas; maintains & caxd
file of authors of articles that have appoared in XKOMMUNIST,
top theoretical journal of the CP8U.

5. GR/CCR/DD/T

Azeigned responsibility for eeintaining photographic
personality files on pecple of intalligence slgnificsnce.
6. ©08/oD/8 |

Assigned responsivility for maintaining blographic files
on all perscns for vhom & security inveatigation has been
initiated by CIA.

Gtats (Blographic Information Divisicn, Office of Funstiocnal
and Biographic Intslligence, Burceu of Intelligence and
Research)

Assigned primaxy reapoﬁuibility for political, soclal end
cuitural personalitiea, and econcmic personalities of political
significance.

Army/Navy/Adr
Assigned responsibility for maintaining a blographic

intelligence f£ile system on foreign military personalitics of

SEGRET
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D, FAIL
Aseigned responsibllity for maintaining interuel séounty
blographic infommation files on all U.3. cltdizaens, foreign
visitors to the U.S., and all porsons of known or suspoct
‘nostile intent to the U.S. |

I1I. All-Source Biographic Center = Mhrantages vorsus Disadvantages

F. AZC (should it be included?)
C. Haturalization and Immigration Service (should it be included?) |

A.  MAdvantagoes

g 1. The most obvious advantage of sn all-source biographic

P
A

center would be a singlo,@@\trml referonce point for all ‘ - ()f‘

congumers of blographic iuomaﬁ;n 1n the Faderd Governw
nent ad the Intelligence Community. A requester would
place his roquest{ only oncej the response to his request
would include all information available to him throughout
thoe Federal Oovernment and/or the Intelligence Community.

2. A singls blographic center would eliminate or at least re- ‘
duce overlapping effords in several agencies to index and
cantrol the smme biographie information. It would also
polnt up gaps in blographioe coveraga.

3. Time consumed in requesting documents and/or snclosures

from other sgencies would bahliminat.ed.

SECRET
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Disadvantages

1., The centralization of all blograptde files in one looatlion
would preolude the maintenance of blographic information
rapositories in any of the ag:mcios f:articipating in the
centrzl system. Any duplication of extant files wonld be
both 1nei‘i‘1cient and uneconomionl. The 1nportmca of this

point is that cantralization would deprive aach partlocl-

pating sgency of mutonomous control over its biographie \{
reforence funotion for internal supperte They would be ‘:‘" “;s‘ %"3
forced to depend upon the central repository. Unless }? Y z

the centrsl facility really provided timely and compre~ i

‘!’I

i

N
nensive reforence service, the participating agency would Q}\ f@ :
find 1tself with no alternative capability to retrieve \@ 3

biographio informatione (One way to safoguard against\—/
thls possibility might be to only centralise thgézﬁeiés

to extant blographic files. The actual repoaltories of
‘biom‘aphid jnformation would remain with the partici-
pating agencles who would then have the capabllity to utli~
1ige their ovn files for internal support as well as
profit from the availlability of a central biographic raferes:
ance service for external requests.) |

2., In order for a centrsl biographic refaorence system to be
effoctive, the index to file holdings (whether those files
sre centrally located or decentralized) would need to be
both cbmprehensive in flelds of information controlled aﬁd

SLCRET
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cmhiscient in depth of 1nde:d.'ng anployed. The quality of
refarence service provided by & centrélizad aysten would be
dependent upon the speed and accuracy with which particle
Pating agenocles supplied new, raviéed, or p\;rgad index
entries to the centrsl system. If tho central system could ‘
not provide sgtiéfactory reforence support, cach agency
would rely on its own blographic holdings, vitiating any
| potential advantages a centrsal reference facility could
- provide. Mamber agenclies would then have returned to the
old decanfralizod system but with the appendage of an ex-
pensive, emasculated central fad.iit-y 1gmred‘by the con=
mlmera it was designed to serve.
3. Unless operstionally foasible and foolproof methods for
~ matching i‘;ha securlty olassification of documents to the
seourlty clearmoce of the requaéier can be désig;md, ef-
foctive central reference service would hang up on eeauxfi-»
ty screening delays before relesse of materials to re—
_ questers, _ :
ke In order for an ale&tmnio central reference facility to
| provide effective service, a uniform machine-readable ,
- ~ language must be. developed for inde:d.hg and rétrieval. A |
‘requester unfemiliar with this language and remotely |
located from thia central reference point may have di.fﬂ-; |
"culty in selecting the best way to phrase Mis request.
. Tiis comsurdostion barrier betwoon the requester and the

soer
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Eix—zd the contral blographic index mey require the as- ““}'

sistance of intermediaries who can trenslate the ro-\

quester's question into appropriate terms for precise

machine searching. Blographie speclslists or referonce ¥

techniclans may be necessary to bridge this gap.
5. Centralizing and atandsrdising indexing control over

biographic‘—t_ioiéings may work a hardship on certain
sgencies who ordinarily would only superfliclally index
their biogrsphic material. Forcing them to conform to
s standard indexing in depth procedure woull oreate an
extra wrkload they may not be willing to assume./ The
alternative 1g to have the Mdeﬁng funotion done at the
central facility.

SfewEr -
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v, Desigming the Systen

A. Datermining ths Limiﬁa of the Data Bage
The first step in deslming an automated central blographic
reforence system requires a determination of 1) all extant bice
crephlo files, 2) the size and nature of the indexes to these
files, md 3) char_acteristiczs of tha document holdings thome
selves (@cgey d?ﬁiérs, hard copy bulletins snd reports, aper-
ture carda, miorofilm, posi.t.iva and negative photos or film
strips eto. ).
B. Detarmining Consumer Requirements
| The next atgp requires an investigation of how consumears
would optimally use these files., All ¢lasses of requests must
be specified and the volume of requests in each class determined.
Ce. BRBasic Factors in Any Storsge and Retrieval System
Any information storage snd retrievsl system must consider
sovaral problem arcas in the design rhasot 1) the information
control problem, 2) the phyasical storage problem, and 3) the
retrieval problems In the information control area, several
baslc questions must be snswered:
l. Ia the system to be an information storage and retrieval
system or a document storage and retrieval system or both? v
2. Vhat categories of information are importent enough to
control for every document indexed?
3. What type of indexing scheme(s) is/are to be employed?
i {(hlerarchioad codes, claasiﬁéatory or taxonomic codes,

SLORET
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coordinate indexing, uniterms, key words, a combination of
these, or some new technique)

How much 'modifylng information is to be included in the

index? (linkege enalysis, modifiers, descriptors, action v

and use codes, directional indicators, tags, oross refer- (a)\

ences, see also entries, 0ts.) 1\;"\;
N4

It alphmmeric codes are used, should the syatem be sble

o

How ddes the ayatan provide for conslatent indexing of the

to convert them to their clear text squivalents?

sme kinds of information? (inter and intra-coder relia-
bility) '

Fow much of the indexing can be done aut.omatioaliy, Le8ey

by computer dictionary look-up procedures?

How 48 name verification to be accomplished?

When doos the name verification process occur? At time of |
input or at time of servicing a request? |

Can the input format be controlled at the soizroa originating
the document?

If input is sutomatic, can the input processing equipment

perform Mlegality checks™ on errors in fomat?

The physical storsge problem requires engwers to these basloc

questionss

1.

How should the document holdings be stored? (hard copy,
aperture cards, docunent images, microfilm, magnetic taps,
punched paper taps, punched cards, random access storage, etc.)

s
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2. If the index is to be mechanized, in what form will 1t be
naintained? (punched cerds, magnetic tepe, random access
storaga, core mamory, photoscopic disc, etc.)

'3, In wat format(s) is the indexed information to be stored? |

" 4e In what sequence(s) is the indaxed information to be stored? —

; "A,, {5- 8hould all i indox entries be stored in one file or par-

" titioned among aeveral files? el IR

( 6. What kinds of physical security are required to proteet the
data base and the index from getting into the hands of un=
oleared personnel?

To What kind of file backup is required to protect againat

- loas of the da@a base and the index by catastrophe?

8. Is tho data base eand index astored in a forn (machine readas~
ble or otherwise) that is compatible with nsaﬁ' é&uipmont
and/or necds? (the interface problem)

9. Xs it desiradble to purge the file of old or obsolete inforw
mation st periodic intervals? '

The retrieval problem raquires answora to these questionss

le Does the index storage sequence(s) permit rapld rotriaval
of ths major information categories?

2. Can the index entries selected by a search ba listed in
clear toxt and in a variety of sequences for easier use
by the requester? |

3. Once a search of the index is nade, are tha dooumdints
raforencsd easy to locate? - |

utﬁﬁﬂ: | -
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L. Does the index system lend itself to data extracilon and
refinement?

S, Can a document or information be recovered from the file
without renoving it from the file thus making it unavaila=
ble for other requests?

6. Is it desircble to incorporafe {nto tho index ovaluative
comments .frc;'.n previous requesters about quality of the
information or its interpretation so that a new reqx;eater
can take advantage of previous analysis in his area of
intorest? (evaluative feedback to the system)

- Do File Organication

l. Systems of File Organization

8. The Unit Record File. All the information indexed

from one document constitutes a single index entry
or unit record. Depending upon the physical medium
employod to store the indax entry, this unit record
may be bound by equipment limitations. Punched cards
are limited to 80 columna of information which must

" be &llocated on the card to fixed length fields for
easae of search, selection, and sequencing by EM e-
quipment. Data processing computers permit ‘varigbl@

\ length unit records with both fixed and variable

langth fields,

'"be The Unit Record File with Internal Coordinate Indexing.

211 the information indaxed from one document constitutes

SECRET
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e single index entry or upit record. The index is
stored in sequense by a primsry fleld. -A pecond
index is constructed on a secondary fleld indicating
wb.icﬁ entries in the primary sequence contain each
kind of -information displaysd in the seoondsry field.
An example of this kind of file organization might be

& file of biogrephic information sbout all scieatists

attending Internationsl meatings. The primary sequence

of this file would be maintained by name. A second

index sould be construsted relating to a secondary

field, say, institution employed bdy. The names of all \ '

) 1nst1tutiona occurring in the primery index would
eppear in the secondary index in alphabetié order.
Along with each institution in the secondary index

- 8ll entries in the first index mentioning that insti-

tution would be cross referenced.

25X1A | |
G« Tha Multi-segment File with Unit Record Input and In-

ternal Cross Referensing. All the information indexed

froa one dooumant constitutes a sihgle unit recoxd for

input. However, the format of the unit record is

 SECREY
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partitioned into segments, each controlling different
kinds of information. As tho wnit record is read
throu{;h. the input processing equipment, 1t is fraction-
izod into thease sopments and a’c@red in soparate 1n-‘
ternal files. The prbcasaing squipment provides in-

tornal crogs referoncing addressos so that the orig-

nsl unit record om be reassembled or sogments can be

related. This type of £ila organization facildtatos |

retriaoval when unit récards are long and variable end
when moat requosts involve ssarching only part of the
fialds in a record. -

Tha linltd-level File. This file structure is organiszed

into several levels like a pyranide The first or top
lsvel usually contains only timely or oritically ime
portent information md 4is stored in high speed random

access menory. The second level contains additionsl

 information elaborating on what is contained in the

Lirst lovel file and 4s usually storsd in random

access memory or on mametle tape. The third level |
contains further pertinent but less essential infore

‘matlon such as historieal backpround, related docu—~

ments, previous patierns, avaluaﬁ.on by other cone
sumers, sumuaries, etc. The thres file levels ean be

tled tqsather by oross reforencing so that & requester

~&an move down through the Iilq atructure in as much

R T
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depth as he requires., This kind of file organization
is especially suited to nan-nachine systems whore the
anélyst intarrogates the file, racelves an answor,
generates a new questlon, re-intorrogates the file, eto.
until he has satisfled all leads. The thimlevel flle
is mgat‘aabnomically stored in document image form such
&3 on Minicards, aperture cards, film sirips, or mioro-
£ilm,
2, Faotors to be Considered in Detemining Fila Structurse and
Organization
. Scope of the information to be controlled (breadth of
the data base)
b. Volune of information to ba controlled
ce Rate of reilrement of purged information from tho file
de Depth of indexing required
8e Maximum physical length of a unit record
 :. Average physical length of a unit record
ge Varlety of input formats required
he Access time to information stored in different kinds 4
of memory (core, RAUAC, magnetic tope, magnotic drum,
' document imags, otc.) | |
i. OSophistication and speed of search loglc
Je Helatlve costs
3. Desirsble Features in File Structure and Organization
es Simplicity and easa of input (automatic input pméassing

SECRET -
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being the ultimate goal)
Simpliocity and accuracy of lnternal aditing and £4ling

Search flexibility
opeed of search

Quality of sesrch (few "falce drops® s 1O misses)

Adaptability to change (dynamioc and fluid file dasi.gn)
Stmdardized inde:dng and roquest language

Incorporation into the file of evaluative feedback from |
ugers of the system. | |

An All-Source Flectronic Blographic Intelligence Centors Some
Tentative Charts

Figure 1 is a graphic represontation of the concept of a

contral Biographic Intelligence Center serving the needs of

membar agencies of the Intelligence Ooumum.ty md the Federai

. Governmente

Figure 2 concerns itself with the ralationahiﬁa between

tha logleal components of an all-soﬁrca elaectronic biographlic

information system. This figure i3 designed to suggest possi=

ble kinds of input to‘ and output from a central biographié

index syastem. The actusl document files maj be decentralized.

Index entxles prepared by participating agencies may enter

the system by direct communication link from the field statlon:

reporting or by punched cards prepared in the Washington ares

or elsowhere, 4 stored computer program would procosa the

input into the various index files, performing necessary

Approved For Release 2004/01/15 : CIA-RDP79M00097A000200010005-5
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information control oﬁerat.iona such as checking the legallty
of formats, éugmentina the indexes by addition of information
from dictionaries and gazetteers, snd providing internal crosa
referencing for retrieval purposes.

Raferencé service from tho gentral system could take the
form of lists of dooument references and where they can be
located, listings of selected index entries arrsnged 4n varl-
ous sequences, geleotad information on magnatic tape or
punched cards for ugse in another data proceasing systen, or
paper tope for transmitting name check responses W tha field
via direct communication link,

e
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Figure 2

Logieal Components of An Electronic
Biographic Intelligence Information System

SECHET
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V. Ml-Souree Electroniec Biogrsphlic Intelligencoe Center: Problem Areas

- As

Security Safeguards
1. Physlcsl Site Security. The computer site should bo os-

t+ablished with a security envirorment corresponding to the
highent level of security classification ineluded inthe docu=
ment holdings. All operating and maintenance personrel. should
have this level of clearsnce. This arrangement would avoid the
daiiy securlty problems connected with making sure that all
input~cutput devices, core memory, ancillary storage, burfér wnits, -
md console had been cleared of classified information after
cach scheduled'operation.

2. Communications Security. The configuration of on~line and

off=ling equipment at tho computer site plus eny direct come
munication links with satollite users would have to be made
sopure against compromicing emsmations from line or air transe
missions. This would include sy Flexowriter-type squipment
uged in the fleld to prepare input to the central systam.

3. Top Secret Control. Any information entering the system

with unknown security classlfication should be treated as

though 1t had the highest classiflcation until otherwise cone
firmed.,

The problem of how to treat a collectlon of top sceret
documents a1l contained on one resl of magnetic or paper tape must
be resolved. The clerical burden of logging in and out all of
thess individual documents everyme a reel of tups is moved

SECRFT
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from one person’s Jurisdiction to another's must be avoided and

goms other leas cumbersome form of egecurity control provided.

4. Personnel Security.

a. Personnel Cperating the Center. All operating, mainte-
nance, spd necessary support perscunel assigned to the
Center should have the highest level of security classi-
fication used in the Center.

b. Consumsrs. A foolproof syatem for matehing the security
level of informatien provided to a consumer with the
consuner's scourity clearance must be asgured by
eutomatic means. This certeinly involves including a
fielﬁ for securlty classification in the format(s) for
ench index entry so that the computer programs used in
searching the index will select only that 1nfomaﬂon
which the requester 1s entitled to ses.

I there is edditional informetion in the systenm or‘
& higher sccurity classification then the requesté:t" is
entitled to see, é supervisory person with the higher
gecurity clearanca could be informed of this fact. He
could then declde if the person making the request ims
being deprived of vital information he needed to kﬁow
and, consequently, this supervisory person gould take
steps ﬁu initiate the higher lavel security clearance

needed by the requester.

.

SrenrT ‘
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B. Variant Input Langunges
When the origination of biographic information cannot be
controlled at the source, it msy be received by thes system in e
variety of langusges. Some solution to this problem must be
found. It probably is not feasidble to translate all’ forelgn
language document Fecéipts into English before processing them
Into the system. Perheps a better solution would be to prepare
the index entry in English but leave the document or source
refercnced as it was received. This leaves the burden of
“translstion on the requestar before hs can exploit the informa-
tion contain_ed in the document ar' gource. It also would require
indexers with multi-language capability.
€. Variant Hame Spellings
The‘problem of waen and how to verify the identity of a

person named in a dosument must be resolved. In some systoms

25X1 | levery name is verified before 1t enters the
system. This ig required so that the documeni or scurce can
bve filed in the dossier or gection of & <¢ard file along with
other references to the same individual., At the time of
servicing a request for this individusl, retrievsl is a fairly
simple task. Once the proper dossicr pumber is dstermined by
& blographic lecater system, all references to the ilandividual
are already physically aésem‘bled in one place.
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Systems that incorporate name verification at the input

phase may ereate unnecesgsary work. Much of the informstion in

/
J
In time, this material would be retired from tiae active file y '{ﬁ’
\

because of date of information, low circulation rate, or soue \

a file may lie dormant and never be of interest © requesters.

other érite:iom‘ : ."I'he time gpent in verifylng who the 1ndividual\*§—s
is bas been wasted.

Other systems reserve name verification to the output
phase {e.g., :l. The nsme in & document or source 1s not
verified until it is of interest to some requester., Thus,
documentg which have no interest among consumers get the minimm

amount of ihput processling reguired to get them into the systom,.

Tais sppears to be a more eccactical way to handle the variant

name j;rchlem providing that the verification process ét the
cutput stage 18 not so time-consuming thalt poor reference
sorvice results. Time-consuming name verification at cutput

can be sglleviated by storing index entries for blographlc .
ref&emes with similar vames in oommon gZroups. Establishing
i.hesa name groups requires intensive atudy and underatgnding

of traneliteration of names Irom one lenguspge to another, common
misspellings or corruptions of names,; slternative spellings, eto.
But cnce inclusive name groups have been established, sexvicing
8 request involves only the exemination of & manageable group

of blographic 1t_zdex references rather than the entire file.

€A
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Debilitation of the Central ‘_Syst.em .
Unless effective ndministrative controls sre established to
asgure timely and efficient support to the Central System by

participating sgencies, 1t will atrophy from lack of comprehen-

sive input and, cénsequently, lack of use.

— .
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